AIS Advancing the Professionals | Connecting the Community | Excelling the Profession

AiSP Events and Updates

AiSP Al SIG Meetup — Safeguarding the Future of Artificial Intelligence
15 January 2025

Al SIG Meetup . ~
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The evening will kick off with a thought-provoking presentations by our line up of speakers, setting the stage for
an intellectual journey into the heart of Al vulnerabilities and defenses. Attendees will gain insights into the latest
adversarial attacks on Al models, delve into the nuances of privacy preservation in Al systems, and explore
ethical considerations in Al development and deployment.

The event will culminate in an interactive Q&A session, encouraging attendees to engage directly with our
speakers and fostering the collaborative spirit that both AiSP and OWASP hold dear. This open dialogue will not
only address current challenges but also spark discussions on future trends and potential solutions in Al
security. Join us for an evening of enlightenment, engagement, and empowerment as we collectively work
towards a more secure Al-driven world. Together, we'll explore how to build unassailable fortresses in the
cognitive realm, ensuring that as Al advances, our defenses evolve in tandem.

Register here



https://www.eventbrite.sg/e/aisp-ai-sig-meetup-tickets-1076265552239?aff=oddtdtcreator
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NOHATS - INTRODUCTION TO EVASION
18 January 2025

INTRODUCTION TO

EVASION
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TOPICS COVERED
« How to bypass antivirus and EDR systems
« Meterpreter case study & Cobalt Strike
« Understand how malware works and how to Red 7o, Zav.e, Lee
create it

= Discover tricks for handling memory and

REGISTER NOW

staying undetected. Limited Seats Available

18 JANUARY 2025
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Ready to dive into the world of evasion techniques? Join
NOHATS for an immersive hands-on workshop where you'll learn
to think like an attacker and understand the inner workings of
malware.

This session is perfect for those looking to enhance their skills in

offensive security and bypassing modern defenses. What You'll

Experience Get ready to roll up your sleeves and delve into real-
world scenarios.

This isn't your typical theoretical session — you'll explore
advanced tools, techniques, and tricks used in the field to evade
detection and operate stealthily. You'll actively learn how
malware is designed, deployed, and used, with a focus on ethical
and legal frameworks

TOPICS COVERED
How to bypass antivirus and EDR systems Meterpreter case
study & Cobalt Strike Understand how malware works and how
to create it Discover tricks for handling memory and staying
undetected

Register here

AiSP Quantum Security SIG Meetup — Quantum Resilience
and What to Expect
20 January 2025
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This meetup will commence with an opening remark by AiSP
Quantum Security SIG EXCO Lead and an insightful panel
discussion by our esteemed speakers, dedicated to
understanding the quantum frontier, addressing challenges, and
shaping solutions that ensure secure, future-ready
infrastructures. This is your opportunity to engage with thought
leaders, share perspectives, and be part of a community building
resilience in the quantum era.

The event will culminate in an interactive Open Mic session,
offering all attendees a platform to voice their thoughts and
insights, fostering a collaborative exchange of ideas. This open
exchange will address pressing concerns, stimulate dialogue on
emerging trends, and spotlight innovative approaches to
navigating the quantum frontier. Join us for an evening of
discovery, dialogue, and determination as we collectively prepare
for the quantum era.

Register here



https://forms.gle/EB3n9ZAXxTsLnEsB8
https://www.eventbrite.sg/e/aisp-quantum-security-sig-meetup-tickets-1122611855279?aff=oddtdtcreator
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AiSP DevSecOps SIG Meetup — “Learning Journey : Putting
Sec|urity] in DevSecOps”
22 January 2025

DevSeéOps SIG Meetup

D

22 January 2025, Wednesday
6:30pm - 8:30pm

Lifelong Learning Institute, Paya Lebar
11 Eunos Rd 8, Singapore 408601
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Organised by Supported by
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AiSP DevSecOps Special Interest Group aims to provide a
learning journey for students, practitioners and industry
professionals with a community to share their knowledge and
expertise with one another. We want to highlight the importance
of having strong security built into the software development
process rather than rely on external protection. While such
security solutions are still required, we would also like to have
software that has security ‘baked in’ rather than trying to patch
vulnerabilities and insecurities after it is deployed.
Attendees will get to hear about how to get started with DevOps
and putting Secfurity] into DevOps to become DevSecOps. We
want to promote the different tools and solutions — whether they
be OpenSource or Commercial tools so that the users will have a
choice to decide what fits in their organization Also, we want to
have organizations understand the Benefits & Pitfalls in
transitioning to a DevSecOps setting. So that they will
understand the commitment and the support that is needed in
order to succeed. Finally, we will want to address the use of
Artificial Intelligence and Cloud solutions to enhance and extend
the ability to make their applications more secure.

Register here
Call for Sponsors — If any of you are interested to be one of the

sponsors, please contact us to find out more about the
sponsorship packages available.

BOK book
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Price: $87.20 (inclu GST)
Scan the qr code for payment!

Get our newly launched Information Security Body of Knowledge
(BOK) Physical Book at $87.20 (after GST).

While stocks last!

Please scan the QR Code in the poster to make the payment of

$87.20 (inclusive of GST) and email secretariat@aisp.sg with

your screenshot receipt and we will follow up with the collection
details for the BOK book.



https://www.eventbrite.sg/e/aisp-devsecops-sig-meetup-tickets-1076269243279?aff=oddtdtcreator
mailto:secretariat@aisp.sg

NTUC Career Festival
10 — 11 January 2025

#EVERYWORKERMATTERS

SANDS EXPO AND
CCONVENTION CENTRE

Empowering
businesses

to build
stronger teams

-

NTUC CAREER
FESTIVAL

¥

NTUC like to invite you to join them to
kickstart 2025 with the NTUC Career
Festival on 10-11 January 2025 at Sands
Expo and Convention Centre, Halls B & C.

About NTUC Career Festival
The inaugural NTUC Career Festival,
taking place on 10 — 11 January 2025,
provides PMEs and youth with a dynamic
platform to advance their careers.
Supported by a diverse range of industry
and education partners, the event will
feature over 70 employers, offering
networking and career development
opportunities.

The Career Festival offers valuable
opportunities not only for individuals
seeking career growth but also for
employers. Business leaders can benefit
from practical solutions for business
transformation, job redesign, and workforce
upskilling through the NTUC Company
Training Committee (CTC) and its
associated grants. Additionally, there will
be insights shared on topics such as
artificial intelligence, organisational
development, and more.

Cyber League is back for Season 2.0! Gear

CTF - NOHATS Cyber League 2.0
11 January — 7 March 2025

1st [o] CYBER LEAGUE
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SGD 400

4th-10th SGD 100

MAJOR

2nd

WIN ATTRACTIVE
PRIZES

up for intense cybersecurity challenges,
fierce competition, and global participation.
Students and professionals alike are
invited to compete, showcase their skills,
and take home exciting prizes!

Key Dates and Format:
Major:
7% 11 Jan 2025 | Jeopardy (24 Hrs)
= Prizes: 3 x CyberArk Training Vouchers
+ Cash Prizes ($500, $200, $100)

Playoff (Onsite):
7% 8 Feb 2025 | Super Jeopardy
= Prizes: 3 x STANDCON2025 Tickets +
Cash Prizes ($700, $600, $400)

Grand Finals (Onsite):
% 7 Mar 2025 | Head-to-Head
= Prizes: Cash Prizes ($3000 & $1000)

Register here

Cisco Firewall Test Drive
14 January 2025

Gain firsthand experience on Cisco
Firewall — a recent leader in Forrester
Wave: Enterprise Firewall Solutions Q4
2024 report and discover the new
techniques of attackers that have changed
the network security needs.

Register here

Register here



https://careerfestival.ntuc.sg/
https://ctfd.cyberleague.co/register
https://cloudsecurity.cisco.com/cisco-firewall-test-drive-singapore-0114

Cybersec Asia x Thailand International
Cyber Week 2025
22 — 23 January 2025

Join “Cybersec Asia x Thailand
International Cyber Week 2025 (powered
by NCSA)” in Bangkok, Thailand. Network
with 5,000+ visitors, 140+ exhibitors and

100+ speakers to lead cybersecurity.
Explore trends and government initiatives,
securing your place in the global industry
forefront.

For exhibition spaces and sponsorship
opportunities, please visit
https://mailchi.mp/cybersec-
asia.net/cybersec-asia-2025-asias-
flagship-cybersecurity-gathering-
decl?e=27ee405b78

Register here

IC Taiwan Grand Challenge
31 January 2025
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: IC TAIWAN GRAND CHALLENGE

GLOBAL CALL FOR PROPOSALS

KEEN TO COOPER H
WORLD-LEADING B

Final Call

=
Registration Ends on January 31

Seize Your Chance and Apply Soon!

The IC Taiwan Grand Challenge is an
exciting program that invites startups,
research institutions, legal entities, and
individuals with innovative ideas in IC
design and applications to collaborate with
Taiwan's world-class semiconductor
ecosystem. This competition provides a
unique platform for participants to
showcase their innovative chip-based
solutions, connect with industry leaders,
and accelerate their path to success. We
are currently accepting applications for
the second batch, and registration closes

on January 31st, 2025.

Register here

Register For #MVS2025 For Free Today
10 — 14 February 2025

Get an Investigative
Edge with the DFIR
event of the year!
February 10-14, 2025

Get an Investigative Edge with the DFIR
virtual event of the year with 50+
speakers! We’re honored to have over 50
of the top names in the industry share their
findings on topics like Al, mobile
forensics, cloud investigations, deepfakes,
eDiscovery, malware, incident
response, and much more.

Register here
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https://magnetvirtualsummit.com/registration/?utm_source=AiSP&utm_medium=SponsoredEmail&utm_campaign=2025_EV_MVS_AiSPReg

XCION 2025
12 — 14 February 2025

12TH XCION BALI
CONFERENCE & EXHIBITION

Pioneering Innovation in the Age of Al and Edge Technologies

12-14 February 2025 Q

Bali, Indonesia

The 12th XCION Conference and Exhibition, themed "Pioneering
Innovation in the Age of Al and Edge Technologies," planned for
February 12-14, 2025, at The Prime Plaza Hotel (TBC) Sanur,
Bali. This premier summit gathers global ICT leaders to explore

cutting-edge advancements, offering sponsors unparalleled
exposure to decision-makers driving innovation in Al, Edge, and
beyond.

This is the 12th in a series popular Summit run by XCION over a
decade plus with more details here at xcion.org

AiSP being an official supporting partner/organization for the
summit is offering all its members a 15% off list price for
sponsorships for the above summit and discounted price for the
tickets. Please key in this promo code AISP12XCION when you
purchase the tickets. For any enquiry on sponsorship, please
email secretariat@aisp.sq

Thank you.

The Advisory Mentorship Programme 2024 — Mentorship
Partner
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THE ADVISORY
MENTORSHIP
PROGRAMME 4

1S BACK FOR ANOTHER YEAR

Mentor with us and
make a difference.
Just o few hours could transform a young person’s (Ve

ONE HOUR A MONTH
JUNE TO SEPTEMBER 2024

Join us as a mentor:

It is important for youths to be exposed early to the cybersecurity
ecosystem and receive proper guidance and support. As an
independent cybersecurity association in Singapore, AiSP has
been engaging youths for our initiatives and conducting
mentorship programs to educate youths on cybersecurity.
Together with Advisory, AiSP is committed to impart skills and
knowledge to youths and create a safe cyberspace to form a
strong and vibrant cybersecurity ecosystem.

Join here



xcion.org
mailto:secretariat@aisp.sg
https://advisory.sg/working-professionals/

AiISP Courses to help advance in your Career & Knowledge

Qualified Information Security Professional Course
(QISP) E-Learning

QISP Exam
Preparatory

E-Learning
Course
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Software Security
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Prepare for the Qualified Information Security Professional (QISP) examination

with our newly developed e-learning course, launched on 1 March 2024!

Our highly responsive e-learning platform will allow you to learn anytime, anywhere with modular courses, interactive learning
and quizzes. Complete the course in a month or up to 12 months! Enjoy lean-forward learning moments with our QISP/QISA
preparatory e-learning course. Receive a certificate of completion upon completion of the e-learning course. Fees do not

include QISP examination voucher. Register your interest here!



https://forms.gle/T9eJn74MHh3TMqkf7

Advertisement

New versions launched!

EC-Council

Building A Culture Of Security Building A Culture OF Security

FORENSIC INVESTIGATOR V11

Build Ultimate Investigative Skills And
Organizational Forensic Readiness With
Advanced Strategie:

Master Skills of Forensic
Decode - Compile  Def

MASTER PREDICTIVE

TRAIN FOR NEXT GENERATION FOR
NETWORK SECURITY PROACTIVE DEFENSE

® Protect @ Detect @ Respond @ Predict Plon Collect Analyze

The question is not if, but when a cyber incident will occur?

EC-Council's Certified Incident Handler (ECIH) program equips students with the knowledge, skills, and abilities to effectively
prepare for, deal with, and eradicate threats and threat actors in an incident.

The newly launched Version 3 of this program provides the entire process of Incident Handling and Response and hands-

on labs that teach the tactical procedures and techniques required to effectively Plan, Record, Triage, Notify and
Contain.

ECIH also covers post incident activities such as Containment, Eradication, Evidence Gathering and Forensic Analysis,
leading to prosecution or countermeasures to ensure the incident is not repeated.

With over 95 labs, 800 tools covered, and exposure to Incident Handling activities on four different operating systems,
ECIH provides a well-rounded, but tactical approach to planning for and dealing with cyber incidents.

Special discount available for AiSP members, email aisp@wissen-intl.com for details!

Click here for our Contributed Contents from our partners Click
here for the job postings available for a cybersecurity career
Click here to view the SME Cyber Safe Portal

Click here to view AiSP Cyber Wellness Portal

Our Mailing Address is:
6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapore 039594 Please click here to

unsubscribe if you do not wish to receive emails from AiSP.
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